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whoami

‣ Ricercatore per Cisco Talos 

‣ Msc Politecnico di Torino 

‣ Ph.D. Telecom ParisTech/Eurecom  
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PRIVACY

“La vita personale, privata, dell’individuo o 
della famiglia, in quanto costituisce un diritto 

e va perciò rispettata e tutelata”

3 http://www.treccani.it/vocabolario/privacy/



PRIVACY	
  ONLINE

“il diritto di controllare l'uso e la circolazione 
dei propri dati personali che costituiscono il 

bene primario dell'attuale società 
dell'informazione.”
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http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/1663787

http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/1663787


PRIVACY	
  NEL	
  2017
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MINACCE	
  PRIVACY

‣ Web Tracking 

‣ Grandi aziende (Google, FB, MS, Amazon, etc) 

‣ Furto di dati 

‣ ISP 

‣ Governi
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WEB	
  TRACKING

“Web Tracking”
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MOTIVAZIONI

‣ Statistiche 

‣ Pubblicità
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GDS.IT

9



REPUBBLICA.IT
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REPUBBLICA.IT

11 https://trackography.org

https://trackography.org


REPUBBLICA.IT

12 https://trackography.org

https://trackography.org


CORRIERE.IT
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CORRIERE.IT

14 https://trackography.org

https://trackography.org


CORRIERE.IT

15 https://trackography.org

https://trackography.org


RIFLESSIONE

‣ Tutti contattano Google 

‣ 2 su 3 Facebook 

‣ Perchè?
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RIFLESSIONE

“If you are not paying for it, you are not the 
customer; your are the product being sold”
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http://www.metafilter.com/user/15556

http://www.metafilter.com/user/15556


RIFLESSIONE

18https://motherboard.vice.com/en_us/article/539qzk/looking-up-symptoms-online-these-companies-are-collecting-your-data

https://motherboard.vice.com/en_us/article/539qzk/looking-up-symptoms-online-these-companies-are-collecting-your-data


RIFLESSIONE
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https://trackography.org/rich.html



ISP

“Internet Service Providers”
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VERIZON
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METADATA

‣ I metadati sono dati 

‣ Telefonia: 

‣ Chi hai chiamato, quando hai chiamato, per 
quanto, da dove, con che cellulare o apparecchio 

‣ Documento: 

‣ Size, Autore, Pagine, Font, Numero di parole, di 
righe, etc
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METADATA
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METADATA
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Governi

“Governi”
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XKEYSCORE
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XKEYSCORE
‣ Sorgenti: 

‣ F6 – joint operation of the CIA and NSA that carries out clandestine operations including 
espionage on foreign diplomats and leaders 

‣ FORNSAT – which stands for "foreign satellite collection", and refers to intercepts from 
satellites 

‣ SSO (Special Source Operations) – a division of the NSA that cooperates with 
telecommunication providers 

‣ Overhead – intelligence derived from American spy planes, drones and satellites 

‣ Tailored Access Operations – a division of the NSA that deals with hacking and 
cyberwarfare 

‣ FISA – all types of surveillance approved by the Foreign Intelligence Surveillance Court 

‣ Third party – foreign partners of the NSA such as the (signals) intelligence agencies of 
Belgium, Denmark, France, Germany, Italy, Japan, the Netherlands, Norway, Sweden, 
etc.

27 https://en.wikipedia.org/wiki/XKeyscore

https://en.wikipedia.org/wiki/XKeyscore


XKEYSCORE
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XKEYSCORE
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PRISM
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Hardening

“Hardening”
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NAVIGAZIONE

‣ Internet è un luogo problematico: 

‣ Le comunicazioni spesso non sono cifrate 

‣ Usare servizi che offrono più protezione 

‣ Forzare protezione con dei plugin
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NAVIGAZIONE

‣ Problemi: 

‣ Cookies 

‣ WebRTC 

‣ Flash 

‣ Javascript 

‣ Fingerprinting
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WebRTC
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FINGERPRINTING
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FINGERPRINTING

36



BROWSERS

‣ Scelta: 

‣ Chrome 

‣ Firefox 

‣ Edge 

‣ Safari 

‣ Opera
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POPOLARITA’
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https://www.whoishostingthis.com/blog/2017/07/13/secure-browser/



VULNERABILITA’
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https://www.whoishostingthis.com/blog/2017/07/13/secure-browser/



VECCHIE	
  VERSIONI

40

https://www.whoishostingthis.com/blog/2017/07/13/secure-browser/



AGGIORNAMENTI
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https://www.whoishostingthis.com/blog/2017/07/13/secure-browser/



ATTACCO
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ATTACCO	
  MOBILE
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PLUGINS

‣ HTTPs Everywhere 

‣ Privacy Badger/Disconnect 

‣ Un ad Blocker 

‣ WebRTC Block 

‣ No Flash, No Java 

‣ Javascript? (NoScript)
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HARDEN	
  HARD

‣ Password manager 

‣ Locale 

‣ Cloud 

‣ 2 factor authentication (2FA) 

‣ Usare più browsers 

‣ VPN in luoghi pubblici
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COMPARTIMENTALIZZAZIONE

‣ Usare più di un browser: 

‣ Uno per autenticarsi (Gmail, FB, Amazon) 

‣ Uno per cose critiche (home banking) 

‣ Uno per navigare 

‣ Tutti configurati con i plugin elencati 

‣ Usare ‘BlockSite’ per evitare errori e leak
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MOTORE	
  DI	
  RICERCA

‣ DuckDuckoGo 

‣ StartPage 

‣ Ecosia? 

‣ Qwant?
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IM
‣ Whatsapp 

‣ E2E but… unencrypted backups, dati condivisi 
con FB 

‣ Telegram 

‣ Russia, MTproto, metadata leaks 

‣ Signal 

‣ Private contact discovery in beta (1)

48 (1) https://signal.org/blog/private-contact-discovery/



2FA

“2 Factor Authentication”
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PASSWORD
‣ 1961 MIT 

‣ Primo tentativo di autenticazione  

‣ Problematiche: 

‣ Password vecchie 

‣ Password reuse 

‣ Password banali 

‣ Top password (123456, password, 12345) 

‣ Attacchi (Phishing)
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PASSWORD	
  MANAGER

‣ Abbiamo troppi account (personali, lavoro, etc) e 
non vogliamo usare sempre la stessa password 

‣ Generano, salvano ed inseriscono le tue 
credenziali 

‣ Generano password sicure (non indovinabili)  

‣ Dobbiamo ricordarci solo la master password
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PROBLEMI

‣ Single point of failure 

‣ Abilitare la 2FA 

‣ Bug nel password manager 

‣ Tutto online?  

‣ Keepass e’ offline ed e’ opensource!
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2FA	
  101
‣ Nulla di nuovo: ATM (Carta + Pin) 

‣ Il secondo fattore può avere varie forme: 

‣ codice via SMS 

‣ Backup code dati dal servizio 

‣ Codice a tempo dato da servizi come Google 
Authenticator, Duosec, etc 

‣ Hardware (Yubikey, Nitrokey, etc) 

‣ Abilitatela subito su Gmail, FB, Amazon, Twitter, etc
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2FA	
  101
‣ Nulla di nuovo: ATM (Carta + Pin) 

‣ Il secondo fattore può avere varie forme: 

‣ codice via SMS 

‣ Backup code dati dal servizio 

‣ Codice a tempo dato da servizi come Google 
Authenticator, Duosec, etc 

‣ Hardware (Yubikey, Nitrokey, etc) 
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OFFLINE

“Offline Security”
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FDE
‣ Full Disk Encryption (FDE) 

‣ Motivazioni: 

‣ Furto, smarrimento del laptop 

‣ Lavoro 

‣ Problematiche: 

‣ Device acceso (memory forensics) 

‣ Soluzioni parziali (TrueCrypt/VeraCrypt)
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VT-­‐d

‣ Evitare DMA attack per: 

‣ Scrivere in memoria 

‣ Dumpare la memoria 

‣ Inception/PCILeech 

‣ Abilitare VT-d ed usare un OS che la usi (Windows 
10)
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ATTACCO

“ATTACK!”
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ATTACCO

‣ Sistema compromesso —> Game over :( 

‣ Compromissione: 

‣ Social engineering 

‣ Phishing 

‣ Exploitation 

‣ Malware (e.g., Trojan)

59



ATTACCO

‣ Soluzione: 

‣ Aggiornare sempre il software 

‣ Riconoscere Phishing 

‣ Evitare scareware 

‣ Buon senso :-)
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LINKS
‣ https://gist.github.com/atcuno/3425484ac5cce5298932#technology 

‣ https://noscript.net/ 

‣ https://www.chromium.org/Home/chromium-security/client-identification-mechanisms 

‣ https://www.eff.org/privacybadger 

‣ http://yinzhicao.org/TrackingFree/crossbrowsertracking_NDSS17.pdf 

‣ http://randomwalker.info/publications/browsing-history-deanonymization.pdf 

‣ https://www.theatlantic.com/technology/archive/2017/02/browsing-history-identity/515763/ 

‣ https://panopticlick.eff.org/ 

‣ https://daserste.ndr.de/panorama/xkeyscorerules100.txt 

‣ https://www.torproject.org/projects/torbrowser/design/
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https://gist.github.com/atcuno/3425484ac5cce5298932#technology
https://noscript.net/
https://www.chromium.org/Home/chromium-security/client-identification-mechanisms
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LINKS
‣ https://www.forbes.com/sites/marketshare/2012/03/05/if-youre-not-paying-for-it-you-become-the-

product/#2298d98d5d6e 

‣ https://trackography.org 

‣ https://www.wired.com/story/track-location-with-mobile-ads-1000-dollars-study/ 

‣ https://www.theguardian.com/world/interactive/2013/jul/31/nsa-xkeyscore-program-full-presentation 

‣ https://www.eff.org/deeplinks/2016/12/12-days-2fa-how-enable-two-factor-authentication-your-
online-accounts 

‣ https://www.forbes.com/sites/kashmirhill/2014/10/28/find-out-whether-this-privacy-killing-super-
cookie-is-on-your-phone/#2a25424ca276 

‣ https://www.pcmag.com/article2/0,2817,2407168,00.asp 

‣ https://disconnect.me/ 

‣ https://medium.com/@trackingexposed/background-thoughts-on-https-american-muslims-tracking-
exposed-cb0de1e16cd1
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RINGRAZIAMENTI

‣ FreeCircle per l’evento 

‣ Claudio Guarnieri, Claudio Agosti, Carola Frediani 
e Marco Grassi per le discussioni sui vari 
argomenti affrontati.
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THE	
  END

THANK YOU 

email: graziano@eurecom.fr 
twitter: @emd3l
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